NHOOPMAIIMOHHAS ITAMSTKA
JJIS1 OBYYAIOIIUXCA 1JISA PASMEILHEHU A
HA OOUIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM T'OJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJIBHUKH OJHU U3 CAMBIX aKTHBHBIX
nosb3oBatTeneli PyHera. Mexny TeM, MOMHMO OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, WHTEPHET HECET W
poOJieMbl. JTa MaMATKa JODKHA TIOMOYb TeOe 0€30MaCHO HAXOAUTHCS B CETH.

Komnbrorepubie BHPYChI

KommbsroTepHslii BEpyC - 3TO Pa3HOBHAHOCTh KOMITBIOTEPHBIX MPOTpaMM, OTIIMYUTEIHHONH 0COOEHHOCTHIO
KOTOPOU SBIISETCS CHOCOOHOCTh K Pa3MHOKCHHIO. B J0MONMHEHWE K 3TOMY, BHPYCHI MOTYT TMOBPEIUTH HIIN
TIOJTHOCTHI0 YHUYTOXHUTHh BCE (DailJibl U JIaHHBIC, MOJKOHTPOJIBHEIC IMOJIb30BATENI0, OT UMEHHM KOTOPOro ObLia
3aIyIieHa 3apakeHHas IporpaMMa, a TakKe MMOBPEIUTh WITH Ta)Ke YHUYTOXKUTH ONEPAIIMOHHYIO CHCTEMY CO BCEMH
(haiimamu B 1iesioM. B GONBIIMHCTBE CITydaeB paclpOCTPAHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MGTOI[I)I 3alIUThI OT BPCAOHOCHLIX IIPOrpaMMm:

1. Hcnonb3yit coBpeMeHHBIE ONEPAIIOHHBIC CUCTEMBI, HIMEIOIINE CEPbE3HbI YPOBEHD 3aLIUThI OT
BPEIOHOCHBIX ITPOrPAMM;

2. TlocTosiHHO ycTaHaBnMBail mauTH (UM(POBHIE 3aIUIaTKH, KOTOPHIE aBTOMATHYECKH yCTAHABIMBAIOTCS C
LENBI0 JOPaOOTKU MPOrpaMMbl) U JAPYrue OOHOBJICHHUS CBOCH omeparMoHHON cucTeMbl. CkauuBail UX TOJBKO C

odunmansHoro caiira pazpadorurnka OC. Ecnu cymecTByeT pexkuM aBTOMaTHIECKOT0 OOHOBIICHUS, BKJIFOUH €T0;

3. Paborait Ha cBOeM KOMITBIOTEPE IO IIPaBaMH TOJIB30BATENS, a HE aIMUHUCTPATOPa. ITO HE TIO3BOJIHT
OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSA Ha TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Vcronp3yil aHTUBHPYCHBIE IPOrPAMMHbBIC MIPOIYKTHI H3BECTHBIX MPOU3BOIUTEINEH, C ABTOMATHUCCKAM
obHoBIeHuEM 0as;

5. Orpannyb (pru3nYecKuil 1OCTYI K KOMIIBIOTEPY AJISl IOCTOPOHHUX JIHLI;

6. Mcnonp3yii BHELIHUE HOCUTENN MH(DOPMALMHY, TaKKe Kak (Iemka, TUCK WiK (ail U3 HHTepHEeTa, TOJIBKO
U3 TIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMITBIOTEpHBIE (DalIbI, TIOyUYEHHBIE U3 HEHACKHBIX UCTOUHUKOB. Jlaxke Te (aiibl,
KOTOpbIE IPUCIIANI TBOH 3HAKOMBIH. Jlydllle yTOUHH y HET0, OTIIPABIISUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - 510 He B mepenauu AaHHBIX, HE TEXHOJOIHWS, a BCEro JHIb OpeHa, mapka. Eme B 1991 romy
HUJIepIaH/cKas KommaHusi 3apeructpuposana Openn "WECA", uro o6o3nawano cioBocoueranue "Wireless
Fidelity", koTopblii mepeBoanTCS Kak "GecrpoBoIHAsI TOYHOCTD".

Jlo Hamero BpeMeHH jouuia apyras abOpeBuarypa, KOTOpas SBJISETCS TaKOM e TEXHOJOorue. OT1o
abopesuatypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHIApT BBICIICH 3ByKoBOM TexHuku Hi-Fi,

YTO B MIEpeBO/Ie O3HAYAET "BBICOKAst TOYHOCTH'.

Ja, OecrumaTHBI MHTEPHET-AOCTYN B Kade, OTENIX M adporopTaxX SBISETCS OTIUYHOW BO3MOXHOCTHIO
BBIX0J1a B MHTepHET. HO MHOTHE 3KCIIePTHI CUMTAIOT, 4yTO obmienoctymabie Wi-Fi cetn He sBnsitoTCst 0€30MIaCHBIMHU.

CoBeTblI 110 6€30MaCHOCTH PadOTHI B 00IIENOCTYIHBIX ceTsix Wi-fi:

1. He nepenasaii cBOIO IMYHYIO HHPOpMANHIO yepe3 obmienoctynHele Wi-Fi cern. PaboTas B Hux,
JKEJIATEIIFHO HEe BBOJUTH MApOIIU JOCTYIIA, IOTHHBI M KAKUE-TO HOMEpPa;

2. Ucnonb3yit 1 OOGHOBIISN aHTUBUPYCHBIE TIPOrpaMMbl B OpaHaMayep. Tem caMbIM Thl 00e30macuInb ce0si OT
3aKayKy BUpyca Ha TBOE YCTPOWCTBO;



3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢ynkuumio "OOmuii goctyn k Qaiinam u mpuntepam'. JlanHas
(GYyHKLIMS 3aKpbpiTa 1O YMOJNYAaHWIO, OJHAKO HEKOTOpPhIe TMOJIb30BATENd aKTUBUPYIOT €€ Uil yAoOcTBa
WCTIONB30BaHMA B paboTe Wi yueoe;

4. He ucnons3yit myonununsiii WI-FI m1st nepegaun TMYHBIX JaHHBIX, HATPUMED AJISI BEIXOJA B COLMAIBHBIC
CETH WJIM B MJIEKTPOHHYIO MOYTY;

5. Hcnons3yit Tonpko 3ammiiernoe coennaenue uepe3s HTTPS, a ue HTTP, 1.e. mpu Habope Beb-anpeca
BBOIIM UMeHHO "https://";

6. B moOunsHOM Tenedone otkiaroun Gynknuio "l[loakmouenne k Wi-Fi apromatnuecku". He nomyckaii
ABTOMAaTHYECKOT0 TOJKIIFOUYEHHUs YCTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

CouunajabHbIe CeTH

ConuaibHbIe CETH aKTHBHO BXOJST B HAIly JKW3Hb, MHOTHE JIFOAW PabOTAIOT U )KHUBYT TaM MOCTOSHHO, a B
Facebook yxe 3aperucTpupoBaH MHUJUIMAP]T YEIOBEK, YTO SIBJSCTCS OJHOW CEIBbMOM BCEX JKHTENCH IUIAHCTHI.
MHorue nojb30BaTed HE MOHUMAIOT, YTO MH(OPMAIUs, pa3MellleHHas UMM B COLIMAIBHBIX CETAX, MOXKET OBbITh
HalJICHa U KCII0JIb30BaHa KEM YT'OHO, B TOM UHKCIIE HE 00sI3aTeNILHO ¢ OJIaTMMU HAMEPEHUSIMH.,

OCHOBHBIE COBETHI 110 OE30IACHOCTH B COLIMABHBIX CETAX:
1. Orpanuys criucok apy3ed. Y Te0s B Apy3bAX HE JOIDKHO OBITH CITydalfHBIX M HE3HAKOMBIX JTIOJIEH;

2. 3amumiail CBOIO YacTHYIO XH3Hb. He ykaspiBail mapomnm, TenedoHBI, anpeca, 1aTy TBOEro POXKICHUS U
JIPYTYIO JIMYHYI HMH(POpPMAaIHO. 3IOYMBIIUICHHUKA MOTYT HMCIIOJIB30BaTh JaKe MH()OPMALUIO O TOM, Kak Thl U
TBOM POAMTEIN IJIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amuiaii CBOIO PeIyTaluio - JIePKH ee B UNCTOTE W 3a/JaBail cebe BOMpOC: XOTen OBl ThI, YTOOBI ApyTHe
MOJTB30BATENIM BHICTH, YTO ThI 3arpyxaemb? [logymail, mpexme dYeMm dYTo-TO OIyONMKOBaTh, HANWCATh H
3arpy3UTh;

4. Ecnu TbI TOBOPUILB C JIOABMH, KOTOPBIX HE 3HACIb, HE HCIOIb3YH CBOE PeaJbHOE UM U APYTYIO JIMYHYIO
WHPOPMAITUH: UM, MECTO KHUTEIBCTBA, MECTO YUeObI U IpoYee;

5. W36eraii pasmenenus Gortorpadpuii B IHTepHETE, /i€ Thl H300paKEH HA MECTHOCTH, 10 KOTOPOH MOKHO
OTIPEETTUTh TBOE MECTOIIOJIOKEHUE;

6. IIpu perucrpanuy B COIMAIBHON CETH HEOOXOIUMO UCTIONB30BaTh CIOXHBIE TTAPOITH, COCTOSIINE U3 OYKB
1 udp ¥ ¢ KOMMYECTBOM 3HAKOB HE MEHee &;

7. [l connanpHOM ceTH, TIOUTHI U APYTHX CAaWTOB HEOOXOIMMO UCIIONH30BaTh pa3HbIe Mmapoiu. Torma eciau
TeOs B3JIOMAIOT, TO 3MOYMBIIIICHHUKHY ITOTy4YaT IOCTYH TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE JeHbI'H

9HeKTpOHHLI€ JACHBI'K - OTO OYCHb y,Z[O6HBIﬁ croco0 H.]'IaTe)Keﬁ, OAHAKO CYHICCTBYIOT MOIICHHUKHU, KOTOPBIC
XOTAT NOJYUYUTDH 3THU ICHBI'U.

ONEKTPOHHBIE IEHBI'M MTOSIBUJINCH COBCEM HEABHO M MMEHHO M3-3a 3TOT0 BO MHOTHX TOCYIapCTBaX JI0 CUX
[IOp HE MPOTHCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (PYHKIIMOHHPYIOT H O HUX Y€ HPOIHCAHO B 3aKOHE, TJe UX pa3ieiisfioT Ha HECKOIBKO
BUJIOB - AaHOHMMHBIC M HE aHOHHMMHBIC. Pa3HUIlAa B TOM, 4TO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3periaercs
MPOBOJIUTH OTepalu 0e3 WACHTU(UKAIUK TIOJB30BaTelNs, a B HEAHOHMMHBIX WICHTU(UKALUS TMOJH30BATEIS
SIBIISIETCS 00s13aTEBLHOM.

Taxoke crielyer pa3inJarh 3JeKTPOHHBIEC (HATHBIE IEHBI'H (PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM) U
AIIEKTPOHHBIC HeHAaTHBIE IEHBIH (HE PABHBI TOCYAaPCTBEHHBIM BaJOTaM ).

OcHOBHBIE COBETHI IO O€301acHO padoTe C IEKTPOHHBIMU I€HbIAMH:



1. IlpuBsku K cueTy MOOMIIBHBIN TeneOoH. ITO caMblil yIOOHBIN U OBICTPBII CIIOCOO BOCCTAHOBUTH TOCTYII
K cuery. [IpuBsi3aHHbIi TeneOoH TOMOXET, €CiH 3a0yAeIb CBOW IIATeKHBIH MapoJb MIIH 3aliJelIh Ha CalT ¢
HE3HAKOMOT'O yCTPOICTBa;

2. Vcnonb3yii ojjHOpa3oBbie napoiu. [locie nepexosia Ha yCHICHHYIO aBTOpHU3aIUIo Tede yxe He Oyer
YTPOXKATh OMACHOCTh KPaXKH WIIK TepPEeXBaTa MIATSKHOTO Mapois;

3. BeiOepu crnoxHbiid maponb. [IpecTynHukaMm OyneT He MPOCTO yrajaTh CIOXHBIA maponb. HamexHblie
MAPOJIH - 3TO TAPOJIH, KOTOPBIE COJIEPKAT HE MEHee 8§ 3HAKOB ¥ BKJIFOYAIOT B c€0s1 CTPOYHBIE U MPOIUCHBIE OYKBHI,
nupsl 1 HECKOIBKO CHMBOJIOB, TakW€ KaK 3HaK Joiuiapa, (yHTa, BOCKIHMIATENbHBIN 3HAaK W T.m. Hampumep,
$tRONg!;;

4. He BBOIIM CBOM JIMYHBIC JJAHHBIC HA CaliTaX, KOTOPBIM HE JIOBEPSICIIIb.

DJ1eKTPOHHAsI MoYTa

OJeKTpOHHAasl MMoYTa - 3TO TEXHOJOTHsS W MPEAOCTaBIsieMble €10 YCIYTd IO TEPEChUIKE U IMONyYSHUIO
AIIEKTPOHHBIX COOOMICHUH, KOTOPhIE PAaCIpEACsIOTCS B KOMIBIOTEPHOU ceTH. OOBIYHO AIIEKTPOHHBIA MOYTOBBIN
SIIUK BBITJISIAAT CICAYIONIMM 00pa3oM: WUMs IOJIb30BaTeIs(@uUMs_JoMeHa. Takke KpoMme Iepenadyd MpOoCTOro
TEKCTa, UMEETCsI BO3MOXKHOCTD TIepeiaBaTh (hailibl.

OCHOBHBIE COBETHI IO O€30I1aCHOM PadoTe C IMEKTPOHHON MOYTOM:

1. Hano BBIOpaTh MpaBUIIBHEIN ITOYTOBBIN CepBUC. B MHTEpHETE €CTh OTPOMHBIN BEIOOP OECTIIaTHBIX
IMOYTOBBIX CECPBHUCOB, OJHAKO JIYUIIC JOBEPATH TEM, KOI'O 3HACIIL U KTO nepan‘/'I B peﬁTI/IHFC;

2. He yka3pIBaii B IMYHOH noUTe THUHYO nH(MDopManuio. Harmpumep, mydrie BEIOpaTh
"My3bIKaNbHBINA _(panat@" nim "pok2013" BMecTo "Temal3";

3. Hcmonp3yii ABYXATAMTHYIO aBTOPU3ANNI0. ITO KOT/Ia TOMUMO MAPOJIsl HY>)KHO BBOJUTH KOJI, TPUCHLIAEMBIH
mo SMS;

4. BriOepu CIOXKHBIH Mapoib. 711 Ka)X10ro MOYTOBOTO AITHKA TODKEH OBITh CBOW HAJAEKHBINA, YCTOWYNBBIN
K B3JIOMY [apOJib;

5. Ecau ecTh BO3MOXKHOCTh HAITUCATh caMoOMy CBOU JTMYHBIN BOIIPOC, HCHOHL3yﬁ 9Ty BO3MOKHOCTbD;

6. Mcionb3yit HECKOIBKO MOYTOBBIX SIIMKOB. [1epBbIii 151 YaCcTHOW MEPENHUCKHU C aipecaTaMy, KOTOPBIM ThI
JOBepsielb. JTO 3JIEKTPOHHBIN aJipec He HaJ0 UCIIONIb30BaTh IIPH PErUCTpalry Ha GopyMax U cairax;

7. He otkpsiBaii hailnbl u Ipyrue BIOXKEHHS B IUChMaX, JJaKe €CIIM OHU MPHIIUIHA OT TBOMX Jipy3eit. Jlyure
YTOUHH Y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailiibl;

8. INocse okoHUaHUs pa0OThI HA TIOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM HE 3a0y/b HaXaTh
Ha "Beritn".

KubepOynauHr niu BUPTyaJibHOE U31€BATENbCTBO

KI/I6ep6y.]'IJ'II/IHF - OIpeCICAOBAHUC COO6H.[€HI/I$IMI/I, COACPIKAIIUMU OCKOp6H€HI/I${, arpeccCuro, 3alrfyruBaHuc,
XYJIUTAaHCTBO, COLAJIBHOC 6OI>'IKOTI/IpOBaHI/Ie C IMOMOIIBIO PA3JIMYHBIX MHTCPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITMHIOM:

1. He Gpocaiicst B 60ii. JIyummii cioco6: mocoBeTOBaThCA Kak ceOst BECTU U, €CIIM HET TOT0, K KOMY MOXKHO
O6paTI/ITBCH, TO BHA4YaJIC YCIIOKOUTLCH. Ecim TBI HauHembs oTBEYATH OCKOp6HeHI/I$IMI/I Ha OCKOp6HeHI/IH, TO TOJBKO
erie OoJbIIIe pPa30OKeIb KOH(INKT;

2. YrpaBiisiii cBoeit KuOeppenyTaimei;

3. AHOHHMHOCTh B CETH MHHUMaA. CYH_ICCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 34 AHOHMMHBIM adKKayYHTOM;



4. He cTrouT BecTH XyJIUTaHCKUAN 00pa3 BUPTyaTbHOH kKi3HU. VIHTEpHET (UKCUPYET BCE TBOM NEHCTBUS U
COXpaHseT UX. Y IaIUTh UX OyAeT KpaifHe 3aTpyTHUTEIHHO;

5. ColGmroaii CBOXO BUPTYAIbHYIO 9€CTh CMOJIOAY;

6. UrHopupyii enuHUYHBIN HeraTue. OHOPA30BbIe OCKOPOUTEIbHBIE COOOIICHHUS JTyIlle HTHOPUPOBATH.
OOBIYHO arpeccus MpeKpanaeTcss Ha Ha9aabHOW CTaInu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMY COOOIIEHUSMU, B COIIMATBHBIX CETAX €CTh
BO3MOJKHOCTH OJIOKHPOBKH OTIIPABKH COOOIIEHHIA C OMIPE/IEIEHHBIX aIpECOB;

8. Ecnu b cBUneTENh KHOEpOyIIIMHTa. TBOM NEHCTBHS: BBICTYITUTH MIPOTHB MPECIIE0BATENs, IOKA3aTh EMY,

4TO €ro JCHCTBHS OIICHUBAIOTCS HETaTUBHO, MOJJICPIKATh JKEPTBY, KOTOPOI HYXHA TICHXOJOTUYECKAs MOMOIIb,
COOOTITUTE B3POCIBIM O (haKTe arpeCCHBHOTO ITOBEIICHHUS B CETH.

MoouabHbIi Te1edoH

CoBpemMeHHBIE cMapTHOHBI U TUIAHIIETHl COJEpkKaT B ceOe BIOJHE B3POCIbIA (YHKIMOHAN, M TElepb OHH
MOTYT KOHKYpPHPOBAaTh CO CTallMOHAPHBIMU KOMIbIoTepamMu. OJHAKO, CPEACTB 3aIUTHI IS TIOAOOHBIX yCTPOICTB
MoKa O4eHb Maslo. TecTHpoBaHUE M MIOUCK YSI3BUMOCTEN B HHUX MPOUCXOAUT HE TaKk MHTEHCHBHO, Kak i 1K, To
e caMoe KacaeTcsi U MOOWIIBHBIX MTPHIIOKESHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ MPaKTHYECKH JOTHAJIM HACTOJNBHBIE AaHAIOTH, OJHAKO
pacuipenre QyHKIMOHAaa BIeYeT 32 COO0M OOJIBIIYIO CI0KHOCTh U MEHBLIYIO 3aIUIEHHOCTb.

Jlaneko He Bce NMPOU3BOAMTENM BBITYCKAaOT OOHOBJICHHMS, 3aKPBIBAIOLINE KPUTHYECKHE YS3BUMOCTH AJIS
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /ISl 0€30MaCHOCTH MOOHUIIFHOTO TenedoHa:

Huuero ne sBnsiercss mo-HacTosimeMy OeCIUIaTHBIM. Bynb OCTOpOXKEH, Belb Korjma Tebe MpeararoT
OecIuIaTHBII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIE YCIYTH;

Hymaii, npexxae dyem otnpaBuTb SMS, ¢orto unu Buaeo. Thl TOUHO 3Haemib, rae OHU OyOyT B KOHEYHOM
utore?
Heo0xo0anmMo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOET'O CMapT(OHa;

Hcnonb3yit aHTHBUPYCHBIE TPOTPaMMBI JJ1si MOOMIJIBHBIX Tele(hOHOB;

He 3arpyxaii npuioKeHHs OT HEHM3BECTHOIO HCTOYHHKA, BEIb OHU MOTYT COJEpXKaThb BPEIOHOCHOE
MIporpaMMHOE OOeCTIeueHHE;

IMociie TOro Kak ThI BBIAACIID C caiiTa, TJe BBOIAWI JIMYHYIO HHPOPMAIIUIO, 3aiiIi B HACTPOIKH Opay3epa u
yaanu cookies;

Ilepuoanuecku npoBepsi, Kakue IIAaTHbIE YCIyTH aKkTHBUPOBAHBI HA TBOEM HOMEPE;
Hasaii cBoit HOMEp MOOWIILHOTO TeJieoHa TOIBKO JIFOSIM, KOTOPBIX ThI 3HACIIbL H KOMY JJOBEpSICIIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAA THl UM HE MOJb3yemibes. He 3a0biBaii HHOTIa IPOBEPSITH 3TO.
Online urpsi

CoBpeMeHHBIE OHJIAHH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHHS, 00BEINHSIIONINE COTHHA THICTY
YeNoBeK Mo BceMy MUpY. Mrpoku HCCIieayroT JaHHBIH UM MHp, OOIIAIOTCS APYT C JIPYTOM, BBITIOJTHSIOT 3a/IaHUs,
CPa)KaIOTCSl C MOHCTPAMH U IOJIy4alrOT OMBIT. 3a YJOBOJBCTBHE OHM IUIATAT: MOKYMAIOT IUCK, OIUIAYMBAOT
a0OHEMEHT WM IPUOOPETAIOT KaKUE-TO OILHH.



Bce st cpeactBa HMAYT Ha MNOAACPKAHUC W PAa3BUTHUC UIPBI, a TaAKXKEC Ha CaMy 06€30MacHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI aBTOPU3ALIMH, BBITYCKAIOTCSA HOBBIC MAaTYH (HH(prBI:IC 3allJIaTKu JJIA nporpaMM),
3aKPBIBAOTCA YA3BUMOCTH CCPBCPOB.

B momo0HBIX UTpaX CTOUT OMAacaThCs HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJILKO KPaXKU TBOETO MapoJis, Ha
KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALINU OOJBITHHCTBA UTP.

OCHOBHBIE COBETHI IO OE30IaCHOCTH TBOETO HUT'POBOro aKKayHTa:

1. Ecmu npyroii UTPOK BeleT ceOsl TI0XO0 Wi co37aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €T0 B CIIHCKE
UTPOKOB;

2. Homanyﬁca AJIMUHUCTPATOPAM UT'PBI HA IIJIOXOC MOBCACHUEC 3TOTO UTPOKA, KEJIATCIIbHO IPHUIIOXKUTH
KaKnE-TO 10Ka3aTCJIbCTBa B BUJIC CKPHUHOB,

3. He yka3zpiBaii TH4HYIO HHPOPMAITUIO B ITpOdaiiie urpsl;
4. YBaxkall IpyTux Y4aCTHUKOB TIO UTPE;

5. He ycranaBiuBait HeoQuIMaabHbIe TATYH U MOJIBI;

6. Mcrnonb3yii cli0o’KHBIC U pa3HbIC TAPOIIH;

7. Jaxxe BO BpeMs HIPbI HE CTOUT OTKIIIOYATh aHTUBHUpPYC. [1oKa ThI UTpaelib, TBOH KOMIBIOTEP MOTYT
3apa3suTh.

DOUIIHHT WIH Kpaka JIMYHBbIX JaHHbIX

OOBIYHOH Kpaxkel JeHer W JOKYMEHTOB CETOIHS YK€ HHUKOTO HE YAMBHUIIb, HO C Pa3BUTHEM WHTEPHET-
TEXHOJIOTHIA 3JTOYMBIIUICHHUKHU TIEPEMECTUINCH B UHTEPHET, U IPOJAOIDKAIOT 3aHUMATHCA "' MMOOUMBIM" JIEITOM.

Tak nosiBHIack HOBasl yrpo3a: MHTEPHET-MOUIEHHUYECTBA MM (DHIIHHT, IJIaBHAS [elIb KOTOPOTO COCTOHT B
MONTyYeHNH KOH(DHUISHIIMATBHBIX JTaHHBIX TOJB30BATENeH - JIOTHHOB U mapoieil. Ha anrmuiickoM s3pike phishing
ynrtaetcs Kak ¢umuHr (ot fishing - peiOHas n0Bs1, password - mapob).

OCHOBHBIE COBETHI IO OOpKOE C PHUITHHTOM:

1. Cnieam 3a cBoMM akkayHTOM. Ecim Thl Io03peBaeliib, YTO TBOS aHKeTa Oblila B3JIOMaHa, TO HE00X0IUMO
3a0JI0KUPOBATh €€ U COOOIUTH aJIMHHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpEe;

2. HCHOJ’IBSyﬁ Oe30macHbIe Be6-CaﬁTLI, B TOM 4HCJIC, MHTCPHCT-MAra3nHOB U ITIOMCKOBBIX CUCTCM;

3. Hcnomnp3yit cioxHbIe U pa3Hbie maposn. Takum o0pa3oMm, eci TeOs B3JIOMAIOT, TO 3JI0YMBIIUICHHUKA
MOJTy4YaT TOCTYH TOJIEKO K OJTHOMY TBOEMY MPO(MHUITIO B CETH, a HE KO BCEM;

4. Ecnn Te0s1 B3IoMaiu, To He00X0IMMO TIPEAYNPEINTh BCEX CBOUX 3HAKOMBIX, KOTOPEIE JOOABIECHBI y TEOS
B JIPY3bSIX, O TOM, 4TO T€Os B3JIOMaJH U, BO3MOXHO, OT TBOETO UMEHH OY/IET pacchlUIaThCsl CIIaM M CCHUIKH Ha
(UILMHTOBBIE CAMTHI;

5. YcranoBu HanexHbii aponb (PIN) Ha MoOWIbHBI TenedoH;

6. OTkITIOuM coXpaHeHHe apolis B Opaysepe;

7. He oTkpsIBaii aiinibl U ApyTHE BIOKEHUS B MIChMaXx, Ja)kKe €CJIM OHM MPUIILUIH OT TBOUX Jpy3ed. Jlyudre
YTOUHH Y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (ailiibl.

Hudposas penmyramms
Hudposas penyTanus - 3TO HETaTUBHAS WIN O3UTHBHAsA HHPOpMaLus B ceTd o Tebe. Komnpomerupyromast

WHpOpMAIUs, pa3MellleHHas B WHTEPHETE, MOXKET CEpPhEe3HBIM 00pa30M OTPAa3HUThCS HA TBOEH peallbHOW KHU3HH.
"udposas pemnyranus" - 3T0 TBOW UMUK, KOTOPBIH popmupyercs u3 nHpopmanuu o Tebe B UHTEpHETE.



TBoe mecTo JKHUTCJILCTBA, y‘{€6LI, TBOC (I)I/IHaHCOBOC IIOJIOKCHUCEC, 0COOEHHOCTH XapaKTepa U pacCKasbl O
OJIM3KUX - BCE 3TO HAKAIIJINBACTCS B CCTH.

MHorue moApOCTKH JISTKOMBICIICHHO OTHOCSATCS K ITyOJMKAIMM JUYHOW MH(popmanuu B WHTepHETe, HE
MMOHMMAasi BO3MOXHBIX MOCIEACTBUN. ThI TaXke HE CMOXKEIIh JJOTaIaThCs O TOM, 4To (hoTorpadus, pa3MeineHHas 5
JIET Ha3all, cTaja MPUYNHON OTKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapun, pazmenienne TBoux Gotorpaduii u aApyrue ASHCTBHS MOTYT HE UCUE3HYTh JIaXe MOCIe TOTO,
KaK ThI UX yJAIUINb. Thl HE 3HACIIb, KTO COXPAHMI 3Ty HH(OpPMAIIHIO, TIoNalia T OHA B TIOUCKOBBIC CUCTEMBI U
COXpaHHJIACh JI OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKpYXKAroIUe JIOJAU, KOTOPhIe HAWIYT W YBHIAT 3TO.
Haiitin na(boOpMaInio MHOTO JIET CIyCTS CMOXKET JII000# - Kak M3 JAOOphIX MOOYXAECHHH, TaK U C HaMEpPEHHEM
MPUYUHUTH BPe. ITO MOXKET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI O 3alIUTE HU(PPOBON permyTaluu:
1. [Moxymaii, ipexae YeM 4TO-TO IMyOJINKOBATh U MIepeaBaTh y ce0s B OJI0Te WIN B COIMATLHON CETH;

2. B HacTpoiikax npoduist yCTaHOBH OTpaHHYCHHUS HA TPOCMOTP TBOETO MPOGHIIS U €r0 COASPKUMOTO,
caenail ero ToapKo "amns Apy3en';

3. He pa3zmemaii u He yka3biBail HHPOPMAIIHIO, KOTOPask MOXKET KOTO-TM00 OCKOPOIISATH HITH OOMKaTh.
ABTOpPCKOE IPaBo

CoBpeMeHHBIE ILIKOJBHUKH - aKTUBHBIE MOJb30BaTENN LU(POBOro mpocrtpanctsa. OmHAKO AajeKo HE Bce
3HAIOT, YTO TIIOJIb30BaHWE MHOTHMH BO3MOXHOCTSAMHU IMpoBoro mupa TpeOyeT COOMIOACHUS MpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH "WHTEIUIEKTyalbHas COOCTBEHHOCTH' OTHOCHTCS K Pa3UYHBIM TBOPEHHUSM UYEIOBEYECKOTO YyMa,
HauuHasi C HOBBIX M300PETEHUI U 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh HAa MPOLYKTHI U YCIYTH, U 3aKaHUYMUBAs
KHUTaMH, poTorpadusMu, KHHOQUIBEMAMH U MY3bIKAJIbHBIMH MTPOU3BEICHHUSIMU.

ABTOpPCKHE TIpaBa - 3TO NpaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOM3BENCHUS HAYKH, JINTEPATyPhI
W HCKyCCTBa. ABTOPCKHE MPaBa BHICTYIAIOT B KAUECTBE TaPaHTHH TOTO, YTO HHTEIUICKTYaIbHBIN/ TBOPUECKUH TPy
aBTOpa He OyZAeT HalpacHBIM, JacT €My CIpaBeUIUBbIE BO3MOKHOCTHU 3apa0OTaTh Ha pe3ysibTaTax CBOETO TPYy.a,
MOJyYUTh HW3BECTHOCTh M Tpu3HaHue. Hukro 6e3 paspelieHus aBTOpa HE MOXKET BOCIPOHU3BOJIUTEL €ro
NPOU3BENICHHE, PaCPOCTPaHSTh, MyOIMYHO JIEMOHCTPHPOBATh, MPOJIaBaTh, UMIIOPTHPOBATh, MYCKaTh B MPOKAT,
MyOJIMYHO UCTIONHSATH, TOKA3bIBATh/UCIIONHATE B d(Upe WK pa3Meniats B IHTepHeTe.

Hcnons3oBanue "HPIpaTCKOFO" IporpaMMHOIO o0ecrieyeHus MOXKET MMPUBECTHU K MHOTHUM pUCKaM: OT IOTCPU
JAaHHBIX K TBOUM aKKayHTaM IO 6J'IOKI/IpOBKPI TBOCTO yCTpOfICTBa, TAC YCTAHOBJICHA HEJICTAJIbHAA IMpOorpamMmma. He
CTOMT TAaKXKC 336I)IBaTB, YTO CYIIECTBYIOT JICTAJILHBIC U OecrmaTHEIE ImporpaMmal, KOTOPBIEC MOKHO HalTH B CETH.

O nopraie

CeteBHYOK.p] - TBOH IJIaBHBIH COBETYMK B CETH. 31€Chb Thl MOXELIb y3HaThb O OE30MaCHOCTH B CETH
TOHSITHBIM M JIOCTYIHBIM SI3BIKOM, @ NP BO3HUKHOBCHHWU KPUTHUYECKOW CHUTYallMd OOpaTHTHCS 32 COBETOM. A
TaKXe MPUHATH y4acThue B KOHKYPCax U CTaTh CaMbIM IU(MPOBBIM TPaXKIaHUHOM!



